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 Policy for the Use and Monitoring of the Internet, E-mail and Telephones for Schools. 
This policy is suitable for full public disclosure in accordance with the provisions of the Freedom of Information Act 2000.
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1.0
Introduction and Aim

1.1
The aim of this policy is to provide guidance to School staff about the acceptable use and monitoring of the internet, e-mail system & telephones. 
1.2
This policy also provides details of the procedures which will be adopted with regards to usage monitoring. 
1.3
The Internet, e-mail and telephones are valuable resources, which are provided to assist all staff to conduct day to day School work. 
1.4
Use of the Internet is encouraged to ensure that educational services are delivered efficiently and effectively. By ensuring that they comply with this policy, users will however ensure that resources are used efficiently, effectively and safely.  
2.0
Core Principles
2.1 The following are a summary of the main requirements of this policy:-
· The internet is provided for School related purposes. 

· Personal use of the internet is allowed within your lunch or other designated break time. 
· Do not attempt to access inappropriate websites.

· Personal use of any official e-mail system is not permitted. 

· Personal use of telephones and mobiles is permitted, but usage should be reimbursed. 
· Do not download copyright protected files or software without consent.  

· Forwarding joke, chain or hoax e-mails is not allowed.  
· Keep your passwords secure.

· Always close Internet Explorer after use to free up the Websense licence for other users. 
2.2
Headteachers are responsible for ensuring that their staff are made aware of this policy and the need to comply with it. 

2.3
Suspected abuse or non-compliance with this policy should be dealt with in accordance with the relevant Disciplinary procedures. 

Unacceptable use of IT equipment and facilities will not be tolerated. Any person found to be in breach of this policy may be subject to disciplinary and/or criminal proceedings as applicable.

3.0
Applicable legislation, Standards, Policies and Procedures
3.1
The following legislation, standards and corporate policies impact upon the application of this policy:

· Data Protection Act 1998

· Freedom of Information Act 2000 

· Regulation of Investigatory Powers Act 2000

· Human Rights Act 1998

· Malicious Communications Act 1988
· ISO/IEC 27007:2005 Information Security Standard

· The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000

· Information Commissioners Employment Code of Practice

· Denbighshire County Council Disciplinary Policy
· Disciplinary Policy for Teachers and Headteachers
4.0
Internet Use 
4.1
The Internet is provided by Denbighshire County Council in order to allow staff to conduct their day to day business including educational use. Personal use of the Internet by staff is a privilege and helps maintain an adequate level of work-life balance. This privilege should not be abused or it may be withdrawn in future.   
4.2
Access to the Internet for personal use should only be carried out outside of normal working hours for example, at lunch time and before or after work. Headteachers are responsible for making staff aware what is designated as their official work time.  

4.3
Use of chat or instant messaging facilities (e.g. MSN or yahoo! Chat) are not permitted. 

4.4
Use of streaming media e.g. listening to the radio by the use of the internet is also not permitted, unless specifically required for work or educational purposes. Where streaming media i.e. internet radio and TV is required for educational purposes, Headteachers are responsible for ensuring that the School is correctly licenced to do so.  

4.5
Staff engaged in the following activities on the Internet could face disciplinary action, which could include having Internet facilities withdrawn:


i.
knowingly participating in illegal pursuits;


ii.
On-line gambling;


iii.
Knowingly accessing, displaying or disseminating pornography;


iv.
Posting information that may disparage, harass or discriminate 
against others on the basis of gender, race, age, disability, religion, 
sexual orientation or national origin;


v.
Knowingly downloading, using, or distributing copyrighted materials 
from the Internet without proper authorisation.


vi.
Knowingly downloading, using, or distributing software or 
executable programs. 


Illegal or inappropriate sites are normally blocked however, the filter technology is not 100% guaranteed. If you inadvertently access a site which you consider may be inappropriate and should be blocked, please contact your School ICT Liaison or the Headteacher for further advice. 
4.7
All staff are responsible for ensuring that they comply with this policy at all times.  
4.8
Denbighshire County Council accepts no liability for any loss suffered as a result of personal usage of the internet. All users are reminded that if entering their credit card or banking details to purchase goods or services, they do so entirely at their own risk. 
4.9
Remember:

· The use of the internet carries many risks. Criminals actively target users of the internet to conduct illegal activities and online fraud is at most highest currently both in the UK and worldwide.  
· Denbighshire County Council does not guarantee the accuracy or content of any external website and users should verify content independently before taking any action. 
· Software and programmes, even free ones, must not be downloaded onto or using School IT equipment without explicit consent. Doing so, could lead to the introduction of malicious programmes, viruses and unlicensed software or files which could affect the correct operation of School and/or Council operated IT systems, or any system of any other networks to whom we may be connected. Any member of staff that is found to have breached copyright may also be subject to criminal action. 
· Downloading files, music, and videos (e.g. MP3, MP4 etc) from the Internet for personal use is not permitted. 
5.0
E-mail Use 
5.1
Like the internet, e-mail is provided for School or educational purposes. Personal use of the Denbighshire County Council provided e-mail system is not permitted. 
5.2
The following instances of misuse of the DCC or School provided e-mail facility could result in disciplinary action being taken against those responsible, including suspension of e-mail facilities:


i.
Knowingly entering into a legally binding contract by e-mail without 
having the authorisation to do so;


ii.
Knowingly sending or forwarding e-mails containing defamatory 
statements or information about individuals;


iii.
Knowingly sending or forwarding unwanted e-mails to individuals;


iv.
Sending aggressive, abusive, or deliberately antisocial e-mail;


v.
Knowingly sending of forwarding e-mails containing pornographic 
content including attachments;


vi.
Knowingly sending or forwarding e-mails containing information that 
may disparage, harass, or discriminate against others on the basis 
of gender, race, age, disability, religion, sexual orientation, or 
national origin;


vii.
Sending e-mails in another person’s name without their 
authorisation;


viii.
Opening another persons e-mail without their authorisation.
5.3
Similar to letters, memos and other forms of communication, e-mails are a record of School business and should be treated appropriately. For advice on the storage and retention of e-mails please contact the Headteacher or the Records Manager. 

5.4
Users are reminded that e-mails, like other types of communication may be disclosable in legal proceedings or in response to a request for information, for example in response to a Subject Access or Freedom of Information request.

5.5
If using the Denbighshire County Council e-mail system, e-mails which are over 6 months old will be archived. It is imperative that staff do regular housekeeping of their e-mails and delete any unwanted and unnecessary files on a frequent basis. ICT Service Desk can be contact for advice on how to do so. 
5.6
Remember:

· To help you avoid unsolicited e-mails and to protect the security of Denbighshire IT systems do not post your official e-mail address onto public mailing lists or internet forums.  
· Do not post your e-mail address onto the School website or other websites e.g. those operated by clubs, societies or professional bodies. This will help us to protect your personal internet safety and prevent you from receiving unsolicited e-mails and be a target of attempted ID fraud.  
· The informality of e-mail often encourages people to write things that they would not normally say or write. The content of official e-mails should be factually accurate and not contain any personal opinion or bias. 
· Avoid sending information of a particularly sensitive or confidential nature to an external e-mail address. If this is required, check the e-mail address carefully and if necessary send a test e-mail asking the recipient to confirm its receipt. Do not rely solely on electronic delivery notification methods.  

· E-mail security, like internet security is not guaranteed. Do not open any files that have come from an unknown source as these may contain a virus. (Files with extensions such as .vbs, .bat, .exe, .pif and .scr are often used to propagate viruses so pay particular attention to these). Headteachers are responsible for ensuring that any School provided e-mail system has adequate controls in place to prevent virus’, worms and spam. 
· Do not send e-mails containing inappropriate language, images depicting nudity or other defamatory content.  Headteachers are responsible for ensuring that any School provided e-mail system has the necessary controls in place which prevents users from sending and receiving profanity. 
· Forwarding joke, chain or hoax e-mails is not permitted. They can cause offence and distress to individuals as well as causing unnecessary demand on valuable IT resources. Inappropriate e-mails could also be classed as bullying.
· The DCC or School provided e-mail system should not be used for conducting personal business for commercial or personal financial gain.
· Your personal e-mail or webmail account should not be used to conduct School business, particularly if you are required to send or receive sensitive information relating to pupils. Secure arrangements should be put in place to facilitate home or mobile if required. For further information please consult with the ICT Service Desk. 
· Be professional with the use of any DCC or School provided e-mail system. Do not direct abuse at others in an e-mail. Bullying and harassment is not always carried out face to face and use of the DCC or Schools provided e-mail system to conduct this type of behaviour will not be tolerated. Any employee found doing so will be dealt with in accordance with the relevant disciplinary procedures. 
· Do not respond to e-mails or telephone calls from individuals asking for your password. E-mails requesting these details or that request you to immediately confirm your account details are often sent in an attempt to mislead you. These e-mails quite often state that the account will be suspended if you if you do not comply. This is a type of fraud known as ‘phishing’. Reputable companies will never ask you for your password or you to confirm it. Do not open the links provided in these e-mails as they will direct you to a bogus site or may install harmful software or malware.   
· Do not respond to unsolicited (SPAM) e-mails even to ask to be removed from their list. This just confirms that your e-mail address is in use and actually encourages them to send you more. Don’t respond to any direct e-mail from any organisation stating that they will remove you from mailing lists, or any offering to clear up your credit reference file. 
· Denbighshire County Council does not guarantee the accuracy of external e-mails received and users should take their own action to verify content before taking any action, for example purchasing goods or services. 
· Do not share your e-mail password with colleagues - you are liable for any action which is carried out using your e-mail account.  

· Avoid sending large attachments using the DCC provided e-mail system. This will assist us to maintain an adequate level of service to all users.
· Although email has a sense of immediacy, staff should not expect virtually instantaneous responses. Those matters which are urgent and require an early or immediate reply should be flagged accordingly. 
6.0
Telephone and Mobile Use
6.1
Office telephones and mobile phones are provided to assist staff in carrying out their day to day roles. Personal use of land lines and mobile phones is permitted however, the School should be reimbursed with the cost of private calls.  

6.2
Headteachers should ensure that charges for personal use of mobile phones and land lines by their staff is reimbursed.  

6.3
The content of individual calls is not monitored except for calls made to the Corporate Customer Service Centre which are recorded and retained for quality monitoring purposes.
6.4
Fax machines are provided for official business and private use if permitted by the Headteacher should also be reimbursed.   
Issue and Use of Blackberry device
6.4
A blackberry is a valuable communication resource and helps staff receive and send e-mails and browse the internet as well as make a receive phone calls whilst away from School premises. The blackberry devices are provided solely for School or educational purposes and should be used appropriately.  
- 
The issue of a blackberry device must be authorised by the Headteacher.  
- 
A blackberry device will only be issued once a user has been trained in the use of the device and the user signs to state that they have read and accept the terms and conditions of usage. 

- 
Private phone calls made using the blackberry device should be reimbursed in the same manner as reimbursement of private mobile phone calls. Headteachers will receive monthly usage reports from the ICT Department and usage is monitored. 


- 
Keep your device PIN secure and do not divulge your PIN to anybody. 
-
DO NOT under any circumstances write your PIN down and keep it near or with the device.   


- 
Users must take reasonable steps to keep the device secure. Under no circumstances should you leave the device unattended in your vehicle at any time due to the high risk of theft (even if locked in the boot or storage compartment of your vehicle).
- 
The same rules apply to a blackberry device with regards to the use of e-mail and internet. Please ensure that you read carefully and understand sections 4.0 and 5.0 of this policy. Inappropriate use of the e-mail and internet facility using the blackberry device will not be tolerated and users found to be in breach of this policy may be subject to disciplinary action.  
7.0
Internet & E-mail Blocking 

Internet Filtering
7.1
In order to prevent accidental or deliberate access to inappropriate websites, e.g. those containing material of a sexual or other inappropriate nature, Denbighshire County Council has installed internet content filtering software. Websites are blocked in relation to the website category. 

7.2
The categories of blocked websites may change from time to time, without prior notification however, whilst every attempt is made to verify the effectiveness of the filtering software, Denbighshire County Council does not completely guarantee it effectiveness.  
7.3
When a user has attempted to access a blocked site, a warning message will be displayed and the attempted access will be reported. Users who repeatedly attempt to access blocked sites without good cause may also be subject to disciplinary action.
7.4
Schools may wish to install and operate their own filter model. Before doing so, consultation with the ICT Department is essential to ensure that the filter software being used does not interfere with the correct operation of any corporately provided solution. 

7.5
Teachers wishing to have sites blocked or unblocked should make a request to the School’s ICT liaison or Headteacher. 
E-mail Filtering
7.4
If using the DCC provided e-mail system, incoming and outgoing e-mails are filtered for inappropriate content. E-mails containing words of a sexual or offensive nature will not be permitted and will be quarantined. These may be reported to Headteachers for consideration of appropriate disciplinary action. Headteachers must ensure that any School provided e-mail system has adequate controls in place to filter inappropriate content. Advice can be obtained from the ICT Department. 
7.5
If using the DCC provided e-mail system, files which are suspected to contain a virus or other malware will also be quarantined however, users are asked to be vigilant and not open attachments on e-mails that have come from an unknown source. Headteachers must also ensure that any School provided e-mail system has adequate anti-virus, anti-malware and anti spam or phishing controls. Advice can be obtained from the ICT department.  
7.6
Denbighshire County Council does not completely guarantee the effectiveness of the filters in and it is impossible to eradicate all spam as spammers change their techniques on a regular basis to circumvent the filtering software. If you require assistance with regards to blocking Spam please contact the ICT Department.
7.7
There are also occasions where Spam filters will classify a legitimate e-mail as unsolicited e-mail. In these circumstances, please verify with the sender of the e-mail that they have sent it prior to contacting the ICT Helpdesk.  
7.8
In order to provide an adequate level of service to all e-mail users, e-mails containing large attachments may also be quarantined and/or not sent externally until later in the day. 
7.9
If you need to send an e-mail to a large number of users, please ensure you do so after 6pm in order to assist us in ensuring a continuing level of service to other users.  

7.10
Individuals must also not attempt to circumvent any internet or e-mail filtering software for example by the use of so called ‘proxy avoidance sites’. Any individual found doing so would be subject to disciplinary action.  
8.0
Internet and E-mail Monitoring Procedures
8.1
Monitoring the use of the internet and other communication facilities is governed in the UK by legislation, for example the Regulation of Investigatory Powers Act 2000, the Human Rights Act 1998 and relevant codes of practice.   
8.2
Denbighshire County council will make every attempt to ensure that it complies with applicable legislation and codes of practice, for example the Information Commissioners Code of Practice on employee monitoring and will ensure that where monitoring is carried out it is always necessary and justified and will not hinder or impede a persons right to a private life.  
8.3
The use of the Internet and e-mail will be monitored on a regular basis for the following purposes:

· The detection of excessive personal use of the internet during designated working hours.

· Enforcement of this policy and associated policies, including the prevention and detection of viruses and other malicious programmes.
· To detect attempted unauthorised access to Council or School systems. 
· The prevention, detection and investigation of crime and the apprehension and prosecution of offenders. This includes investigating individuals suspected of breaching copyright legislation as well as other criminal offences. 
8.4
Unacceptable use of IT equipment and facilities will not be tolerated. Any person found to be in breach of this policy may be subject to disciplinary and/or criminal proceedings.

8.5
If you suspect that a breach of this policy has occurred you are encouraged to report the matter to the Headteacher. 
9.0
Policy Review

9.1
This policy will be reviewed at least annually or as soon as practicable after changes are made to related legislation or policies. 
9.2
From time to time Denbighshire Internal Audit Services may review the application of and compliance with this policy. Recommendations for improvement will be addressed as appropriate.  

9.3
This policy is suitable for full public disclosure in accordance with the provisions of Section 1 of the Freedom of Information Act 2000.


